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IP/FQDN :
PORT :

uuID :

Scan Status :
Completed :

Total Duration :
Total Requests sent :

Average Response Time :

Threat Level :

https://matrixforce.com

443

59f7e6de-a7b8-4c42-9c3c-2b0895f20a28

100%

2024-08-21 16:40:04 UTC

15 minutes 51 seconds

986

242 milli seconds

Asset Vulnerability Report

URI Scan Status CVSS Severity OWASP Category
®8 Success 7 Medium e5 Security Misconfi..
o1 Injection
o1 Identification an..
URI Scan Summary
OWASP CATEGORY SEVERITY
Injection 0 0 0
Broken Access Control 0 0 0
Cryptographic Failures 0 0 0
Security Misconfiguration 0 0 0
Vulnerable and Outdated Components 0 0 0
Identification and Authentication Failures 0 0 0
Software and Data Integrity Failures 0 0 0
Insecure Design 0 0 0
Top SANS Risks
SANS CATEGORY SEVERITY
XSS 0 0 0
SQL Injection 0 0 0
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Asset Vulnerability Report

Improper Input Validation 0 0
0OS Command Injection 0 0
Path Traversal 0 0
CSRF 0 0
Unrestricted File Upload 0 0
Deserialization of Untrusted Data 0 0
Improper Authentication 0 0
Missing Authentication 0 0
Command Injection 0 0
Missing Authentication for Critical Function 0 0
SSRF 0 0
Improper Restriction of XML External Entity Reference 0 0
Code Injection 0 0
Total 0 0
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Compare Threat Mitigation

Asset Vulnerability Report

9
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0 0

2021-09-03 13:44 2022-09-1420:42 2022-10-03 2152 20221101 19:44 202308211624

- i e
2024-08-21 16:24 0 0 7 0 7 5.9 75.0%
2022-11-01 19:44 1 2 1 0 4 7.6 0.0%
2022-10-03 21:52 1 2 1 0 4 7.6 100.0%
2022-09-14 20:42 0 0 2 0 2 5 77.8%
2021-09-03 13:44 0 0 9 0 9 5

Technologies Found in the Server

CRM

Operating systems
Ul frameworks
Web frameworks
Web servers
Reverse proxies
JavaScript libraries
Analytics

Font scripts

Tag managers

Zoho
Windows Server

Bootstrap

Microsoft ASP.NET

Nginx, lIS,OpenResty

Nginx

jQuery

Linkedin Insight Tag,Google Analytics
Font Awesome

Google Tag Manager

Email Zoho Mail,Microsoft 365
Webmail Microsoft 365
Ports and Services
PORT SERVICE VERSION
21/tcp ftp ProFTPD/1.2.10
22/tcp ssh ProFTPD mod_sftp/0.9.9
80/tcp www-http openresty/1.19.9.1
443 /tcp https openresty/1.19.9.1
2000/tcp cisco-sccp
5060/tcp sip
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Web Application Firewall

ISSU ES

Asset Vulnerability Report

Vendor Not Found
Description No Firewall Detected
URI List
URI STATUS STARTED COMPLETED
https://matrixforce.com/ Success 2024-08-21 -
16:24:34.628
https://www.matrixforce.com/ Success 2024-08-21 2024-08-21
16:25:38.984 16:28:15.853
https://www.matrixforce.com/lib/ Success 2024-08-21 2024-08-21
bootstrap/js/bootstrap.min.js 16:25:50.960 16:27:52.279
https://www.matrixforce.com/# Success 2024-08-21 2024-08-21
16:25:55.671 16:27:19.835
https://matrixforce.com/..%3B/ Success 2024-08-21 -
16:26:46.807
https://matrixforce.com/audio Success 2024-08-21 -
16:26:53.538
https://www.matrixforce.com/search Success 2024-08-21 2024-08-21
16:26:31.638 16:27:49.634
https://matrixforce.com Success 2024-08-21 2024-08-21
16:26:41.188 16:40:04.586
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